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Folder Options X

General View  Search

Folder views
‘You can apply this view (such as Details or Icons) to all
H folders ofthis type.

l Apply to Folders ResetFolders

Advanced settings:

Files and Folders
C] Always show icons, never thumbnails
[] Decrease space between items (compact view)
Display file icon on thumbnails
Display file size information in folder tips
[ Display the full path in the title bar
Hidden files and folders
© Don't show hidden files, folders, or drives
() Show hidden files. folders, and drives
® Hide empty drives
[ Hide extensions for known file types ]
u Hide folder merge conflicts
(] Hide protected operating system files (Recommended)

O(2) - 3E3G:300:09 cIQSEQS30N 3o °[§o°>39:>°[§o%ooo° § 09300
U L Q_". L L Q§ 08 ?§ ° I. °61§ [ [
QL .Docm (%Esgéjlsssmz (Macro crg%qucﬂeoaa Word %Eqp )i Xlsm (?98394%1:390)’38 (Macro
3Pl Excel &Eops) Js GCmafmeon: (JavaScript ®eps)i Html 3Ead|:zaoos
r *r’.|°° [ Q.P" : T Q."f ° P [ ‘i|°° : T eﬂlf °
(HyperText Markup Language 83<°:qu) oPLJ:Dp_S sgcglmsrae@omcpsqp:cﬂeooo (%Equ@o%oaé;

e 358338 pih Ef3p8BE: ofGach

G Microsoft Word ?Lsf:qp:?é Excel 8L9C°:qp: gé@éw&f}:ﬁeﬂ “Security Warning” 200960s
0DI3 @EG Ol 3333018E2008 3000FeePNMSeP:0IQ2000 Microsoft Office 3& @5)6]

QI ° Uo)oq e o IB (EI ?3 [ Qﬂ ° ﬂ & L

oop_gu “Enable Content” m:%&é]m @(ﬂ(ﬁsgegsocﬁcrg%qps SQC\P(SQPE)G&Q @o%cﬂooéu

Home | Insert Pagelayout  References  Mailings  Review  View  Developer
o tberation Serff <12 - A A Aav |2 =S FF AT | asBhcel AaBbCeI AaBbCeI AaBbC AaBbc AAE Aasbcc acsb

TNormal | ¥Table Con.. NoSpacing Headingl  Heading 2 Title Subtitle  Subtle £

Ba Cop
Paste B 7 U - x X LW A
- Format Painter =

Clipboard ;] Font ;] paragraph Styles

! | Security Waming  Macros have been disabled. | Enable Content

W Document was created in a later version of
Microsoft Word *

TO VIEW THIS CONTENT

To view this content, please click “Enable Editing” at the top yellow bar,

() PROTECTED VIEW B crfui—fesfrom he nteet can continvises. Unlessyou need o e s eertosayin ProtectedView. | EnableEding

And then click “Enable Content”

I SECURITY WARNING Macros have been disabled. Enable Content

(P( J)- ssqpcasge(j;ocﬁ eﬂ:),d]e:)ao Microsoft Offlce?P

Copyright © Dec 12 2022, Myanmar Computer Emergency Response Team, mmCERT/cc



Guidebook for Suspicious Mails Version 1.0
Myanmar Computer Emergency Response Team

MYANMAR COMPUTER EMERGENCY RESPONSE TEAM

QU sgzc;ezogog&ﬂmoeoao .Rtf (%Esgeﬁlzsgms (Rich Text Format (?38)§.§ .Pdf (Portable
Document Format f’gf:)o%o% Update e@o%eoogoapé Microsoft Word §\cf: Adobe Acrobat Reader
o%@ccz gcf:o]oo sfacﬂ(ﬁsge?ocﬁd?%qp:d% sgcgécxgéem%éeé@o%oo@cf: Microsoft Office 2019
& Adobe Acrobat Reader 11 0333 Version [§¢6200650p8605qp:03 32034g|e)$ cdaadoloopdi

oIl 3gPod(gdeodcaopd sBeeicdqp: cvnddegolo  adoledieeicdaen:  god(ges
0061 'eitCOD& SDQGGoC\)Qﬂ'.)o Q) 961510 33@03906@0(\)3930 ({I cal

39@3"33 '.)°(I°)OS &)O'C)C\)O%GO°8[§CCI° D% @@ CD(SO’B G@"C\C) (%(S]OCQZGOD’.) Link gp:l \(ﬂC\)D
°quI° d o °Q{l° I.L °03 QI°(78

620938 QPI0S 00650:8868350000 3a30lce:cd357: Junk Folder 0693 9@38%3 230290053
Leﬂ"l. °L€1§% T ° ° o °-a° °@°
[§° ClO &d 2007&:8q0leadi

° ° L°q &
@ 383@@305035 oloéecooo Link qp&ﬁ o@cﬂmoeooo?géquo% gé@@f@é:};ogé: 38

c (o] .« . o C 0 Q0 ¢ C o C .« . [o] C

0R84|[0>2§) Antivirus 0§O&§e O oooooooooooz@c: Q20 e@[c\Poqcﬂn Antivirus 0§ 060 |2:322:
c 00396"39@@39@ S U date@co8ooo° oleaSi

§ D oo Up |Y §|0le0
20l 38:@@:05@056]@&)3 Web Browser (Firefox §5 Chrome o)oaé) eﬂozogé User Name :}acf;

Password qp°oo :DG &D(’.)_D' 2002: [§C° oO 8@ C\)OGl(.ﬂII SQGG«»Q)C\)OOD'J?C OOSCD(YSGODD

Password Qp‘éﬁ? 3’3@38&3({]33@3% GO&I@CS G@[C\?Oqtﬂll

38N Becui0S30e Qo ¢ Q CQ Qo . Q Q__ . QQQ¢
O ©OGIN32:60:003208 &P(’DO’)OU?(D@LO’)Q(I)DOGLQE ﬂl @ﬂS’BOo ODﬂéLLCG]_ 3’908

https://haveibeenpwned.com/ §§ https://www.haveibeenemotet.com/ o%ogcc: ogosesp
0065038El001
°T >

C C N c Q C o ¢ o (s C Q C C

OJII ODGﬁG@U)(%C 399039®l33geﬂ33l (?QCID@SQEI’DSO(?C &PmeJDC\I_)[éLqu®§®G{IOZCTB 0D0a0C
< C N c .0 c ¢ C o C C co ¢
C\)’.)@CD@SDU&O) O’)(’D(’D’JQPS(S\S 139’.)86?&35%?1&)@0@@ SQ_I’.)SOO 320N OO)?CDCD’DSCYLDOO?(D

(o]
[e]

L

< C Iy C . Ls C C C < Q C < o} C
CO’.)ID@SQU&(D On?(I)GSQ{PSSQ’J? PhIShIng ?QOOD:D(D:D@ G’BZDOQDGOSZDCOD‘?SQP‘S (L%QI@CZI
Q C

Q S S-S S °[§c° . S S .S
CPCOOC DOVODOVEI0JCQ|O: G&D’JCS].(Y)OgDoG]ﬁ QP3200120011

o]

o _¢ o _CO "l "I
el elopiopnicplon S05 694 §cooo:>ooosj ooc@mcoomg: @@@mmqp qoocoooo
Bea00Cea:aC80050905e6808 (036081 2003E:3ag0d3BLND§PO:0PIDEEEDNDIN(G capd:d:

[N« PR AP S 08:20105as g Q NEPRN
Go§! PGfrormssBodoncyffenpuiigogel pgiddlodgieon 0Bq-3g ) 3B sPrdopAdg
[g0cor SBree:0dqpydean infoteam@mmeert.org.mm §¢ incident@ncsc.gov.mm 3(gdco

Q C _0¢ Q¢ S
aomogoadgc@'chL&cé]w[o_oll

Copyright © Dec 12 2022, Myanmar Computer Emergency Response Team, mmCERT/cc 3


https://haveibeenpwned.com/
https://www.haveibeenemotet.com/
mailto:infoteam@mmcert.org.mm
mailto:incident@ncsc.gov.mm

	Email_cover
	Guidebook for Suspicious Mails Version 1.0

